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NHOOPMALIMOHHAS ITAMATKA
JJIA OBYHAIOIMUXCA 1JIA PASMELIEHUA
HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOACKH B MHTEPHETE CTAHOBUTHLCS OOJBINE, a MIKOJIHHUKU OJHU U3 CAMBIX aK-
TUBHBIX TOJIb30Bareneld Pynera. Mexay Tem, MIOMUMO OTPOMHOTO KOJMYECTBAa BO3MOYKHOCTEU, HHTEPHET
HECET U MPOoOJIeMbI. DTa MaMsATKa JOJKHA OMOYb Tebe Oe30MacHO HAXOAUTHCS B CETH.

KomnbrorepHbie BHpPYChI

KomnbroTepHblit BUPYC - 3TO Pa3sHOBUIAHOCTh KOMIBIOTEPHBIX MPOrpaMM, OTIMYUTEIHLHON 0COOECHHO-
CTBIO KOTOPOI1 SIBIISIETCS] CHOCOOHOCTh K Pa3MHOXKEHHIO. B 1onosHeHNe K 3TOMY, BUPYChl MOTYT HOBPEAUTD
WIN TIOJTHOCTBIO YHUUTOXXUTH Bce (paldiibl U TaHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO
ObLTa 3amyleHa 3apakeHHasi MporpaMMa, a TakKe MOBPEAUTh WU JaKe YHUUYTOXKUTH ONEPAIMOHHYIO CH-
CTeMy €O BceMH (aiiiamu B 11eIoM. B GOJIBIIMHCTBE ClTydaeB pacpOCTPAHSIOTCS BUPYCHI U€pe3 UHTEPHET.

MeTopl 3aIUTHI OT BPEJOHOCHBIX MPOTPAMM:

1. Mcnonb3yil COBpeMEHHBIE ONEPALMOHHBIE CHUCTEMBI, UMEIOLUE CEPbE3HBbIM YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. ITocTosiHHO ycTaHaBIMBai MauyTH (IM(POBHIE 3aIIATKHU, KOTOPhIE aBTOMATUYECKH YCTaHABIMBAIOT-
Csl C TENBI0 JOPaOOTKH MPOTrpaMMbl) U Apyrue OOHOBIICHUSI CBOCH OmneparmoHHOM cucteMmbl. CKaunBai Ux
TOJIEKO ¢ odunmansHOTrOo caiita pazpaborunka OC. Eciau cymiecTByeT pekuM aBTOMAaTHYECKOTO OOHOBIIE-
HUS, BKIIIOYH €T0;

3. PaboTaii Ha cBoeM KOMIIBIOTEpPE MOJI IPaBaMH MOJIb30BATENs, a HE aIMUHUCTPATOpa. ITO HE MO3BO-
JUT OOJIBIIMHCTBY BPEAOHOCHBIX TPOTrPAMM HHCTAJIIMPOBATHCS HA TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Vicionb3yil aHTUBUPYCHBIE MPOTPaMMHBIE ITPOLYKThI U3BECTHBIX NPOMU3BOJIUTENEH, C aBTOMAaTHye-
CKHUM OOHOBIIEHHEM 0a3;

5. Orpannyb pU3HYECKHd JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIHII;

6. Vcronp3yli BHENIHKE HOCUTENW WH(OpMAIMU, Takue Kak Quielika, TUCK Wiu (aiil U3 MHTEPHETA,
TOJIBKO U3 MMPOBCPCHHLIX HCTOYHUKOB;

7. He oTKpbIBaii KOMITbIOTEPHBIC (haiiiIbl, MOTYyUYCHHBIE U3 HEHAJC)KHBIX UCTOYHUKOB. Jlaxe Te ¢aiinbl,
KOTOpBIE MPHCIIall TBOW 3HAKOMBIH. Jlydllle yTOUHM y HETo, OTIIPABIISLI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - aT0 He BUj mepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETo b OpeH, mapka. Eme B 1991 rony
HUJIepJIaHIcKass KoMmmaHus 3apeructpuposana opera "WECA", uto o603Hauano cimoBocoueranue "Wireless
Fidelity", koTopblif mepeBoaAnTCS Kak "GecrpoBOiHAS TOYHOCTD".

Jlo Hamero BpeMeHH Joluia apyras abOpeBuarypa, KOTOpas sSIBISETCS TaKOW K€ TEXHOJOTHEH. DTO
ab6peBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uro B nepeBose o3HauaeT "BHICOKAst TOUHOCTH'".

Ja, 6ecrlaTHBI HHTEPHET-IOCTYI B Kade, OTENIIX B adpONopTax SBISETCS OTIMYHON BO3ZMOKHOCTBHIO
BbIXOJIa B MHTepHET. Ho MHOTHE 3KCnepThl cunTaroT, yto odmenoctynuele Wi-Fi cetn He aBnstoTcs 0e3-
OTIaCHBIMHU.



Cogetsl 110 0e30macHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsX Wi-fi:

1. He mepenaBaii cBoto nuuHyr0 nHpopMamuio udepe3 odmenoctynubie Wi-Fi cetu. Paboras B HEX,
JKCJIATCIIbHO HC BBOJAUTD IMAPOJIA JOCTYIIA, JIOTHUHBI 1 KAKHUC-TO HOMCPA,

2. Ucnionw3yii u 0OOHOBIISI aHTUBUPYCHBIC TTpOrpaMMbl B OpaHamayep. Tem cambIM Thl 00€3011acHIIlb
ceOs OT 3aKa4Ku BUpYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun dyaknuro "O0muii goctyn K dainam u npuatepam'. JlanHas
(GyHKIMA 3aKpbITa MO0 YMOJIYaHUIO, OJJHAKO HEKOTOpHIE IOJIb30BATEeNM aKTUBUPYIOT ee Jjs ynoOcTBa wuc-
MOJIb30BaHUs B paboTe Wi y4dede;

4. He ucnonb3yit myonuuneiidi WI-FI mis nepenaun nMuHBIX JaHHBIX, HAIpUMeEp JUIS BBIXOJIA B COLIU-
QJIBHBIE CETH WM B DJICKTPOHHYIO IOYTY;

5. Ucnone3yit Tonpko 3ammmieHHoe coequHenue uepes HTTPS, a ne HTTP, T.e. mpu nHabope BeO-
aapeca BBoau uMeHHO "https://";

6. B mobunsHOoM Tenedone orkmoun ¢pynkuuio "Tlogkmouenue k Wi-Fi aBromatnuecku". He nomyc-
Kail aBTOMaTHYE€CKOTO TIOIKITFOYCHUS yCTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero cormacusi.

ConuajbnHbIE CeTH

ConuanbHble CETH aKTUBHO BXOJAT B HAIly KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U )KUBYT TaM IOCTOSIHHO,
a B Facebook y»e 3aperucTpupoBaH MHJUTHAP]] YETIOBEK, UYTO SIBJISCTCS OJHOU CEIbMOM BCEX JKUTeNeH Iuia-
HeTbl. MHOTHE M0JIB30BaTENN HE NMOHMMAIOT, YTO MH(POpPMALUs, Pa3MELICHHAs UMHU B COLMAIBHBIX CETSIX,
MOJKET OBITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJHO, B TOM YHCIIE HE 0053aTENIbHO ¢ OJJaruMU HaMEPEHUSIMHU.

OCHOBHBIE COBETHI II0 OE30MACHOCTH B COLIUAIBHBIX CETAX:
1. Orpannys ciucok apy3eil. Y 1e0s B Ipy3bsixX HE TOJKHO ObITh CITy4aifHbIX U HE3HAKOMBIX JIIOJICH;

2. 3amumiai cBOO YacTHYIO ku3Hb. He yka3biBaii maposn, TenedoHsbl, aapeca, JaTy TBOETO POXKICHUS
U JIPYTyIO JTUYHYI0 WHPOPMALKIO. 3II0yMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh Jake MH(OPMAIHIO O TOM, Kak
ThI U TBOU POJAUTENH IJIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amumiail cBOI pemyTaluio - JepKU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTeN OBl ThI, YTOOBI
ApyTHUE TOJIb30BATENN BHIICNHU, YTO ThI 3arpyxaems? [lomgymaii, mpexae 4eM 4To-TO ONMyOJIMKOBATh, HAITH-

CaThb U 3arpy3uTh;

4. Ecnu Tl TOBOpPHUIIB C JIFOJBMH, KOTOPBIX HE 3HAEIIb, HE UCIOJb3YH CBOE PEAILHOE UMS U JPYTYIO
JMYHYIO0 HH(OPMAIIMU: UMsI, MECTO JKUTEILCTBA, MECTO YUeObl U poyee;

5. U36eraii pazmenienust gororpaduit B MlaTEpHETE, e T N300paKeH HA MECTHOCTH, MO KOTOPOH
MOJKHO OIPENETUTH TBOE MECTOMOIOKEHNUE;

6. [Ipu perucrparyy B COIMAIBHON CETH HEOOXOANMO UCTIONB30BAThH CI0KHBIE TIAPOJIH, COCTOSIIINE U3
OyKB U IIU(]p U ¢ KOTUIECTBOM 3HAKOB HE MEHEe §;

7. J1nst conuanbHOM CETH, IOYTHI U IPYTUX CAaTOB HEOOXOAMMO MCIOJIb30BaTh pa3HbIe Mapoiu. Tormaa
cClIn T€6$I B3JIOMAarOT, TO 3J'IOYMI>IH_IJIGHHI/IKI/I Honyan ,Z[OCTYH TOJIBKO K OI[HOMy MeCTy, a HEC BO BCC cpa3y

JIeKTPOHHbBIE IeHbI U

DJIIeKTPOHHBIE ICHBIH - 3TO OUEHb YJOOHBIN CITOCOO IIaTekKeH, OJTHAKO CYIIECTBYIOT MOIIICHHUKH, KO-
TOPBIE XOTST MOJYUYUTh 3TU ACHBIH.



DJIEKTPOHHBIE JICHBIU MOSBUIUCH COBCEM HETABHO M UMEHHO M3-32 3TOI'0 BO MHOTHX rOCYJIapCTBaXx 10
CHX IMOp HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHU (QyHKITMOHHPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, TJe X PAa3ACIAIOT Ha HECKOIIb-
KO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peruaeT-
Csl IPOBOJIUTH OMepanuu 0e3 UACHTH(PUKAIIUN TIOJIb30BaTENS, & B HECAHOHUMHBIX MICHTH(UKAIIHS TI0Th30Ba-
TeJs SIBIsieTCs 00s13aTeNIbHOM.

Taxoke cienyeT pa3nuyaTh AJIEKTPOHHBIE (UAaTHBIC JEHBIH (paBHBI TOCYJApCTBEHHBIM BalllOTaM) U
AJICKTPOHHBIC He(pUaTHBIC ACHBIHM (HE PaBHBI TOCYIapPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30IAaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

1. IpuBspku K cueTy MOOUIIBHBIN TenegoH. DTO caMblidi YAOOHBINH U OBICTPBIM CIIOCOO BOCCTAHOBUTH
nocTyn K cuety. [IpuBsizaHHbIi TenedoH MOMOXKET, eciin 3a0y1ellb CBOM TUIATEKHbIM Mapoib WIN 3aieIb
Ha CallT C HE3HAKOMOT'0 YCTPOWCTBA;

2. Ucnonw3yit ogaOopa3osbie mapoiu. [locie mepexoa Ha YCHIICHHYIO aBTOpHU3alMIO Tebe yxke He Oy-
JIET YTPOKaTh ONACHOCTh KPa)kM MJIM IIepexBaTa IUIaTeXHOTO NapoJs;

3. BeiOepu cnoxxHbIif napons. [IpectynHukam OyaeT He MpoCTo yrajarh CIO0XKHBIN mapoib. HagexHbie
HapoJIu - ITO MAPOJIH, KOTOPbIE COAEpkKAT HE MEHEEe 8 3HAKOB U BKIIIOYAIOT B ¢€0sl CTPOUYHBIE U MTPOIUCHBIE
OyKBbI, IIU(PHI ¥ HECKOJIBKO CHMBOJIOB, TAaKHME KakK 3HAK J0Julapa, (yHTa, BOCKJIHMIATENbHBIA 3HAK U T.II.
Hampuwmep, $tROng!;;

4. He BBOAM CBOM JIMUHBIE JJaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIIb.
DJIEKTPOHHAS 10YTA

3H€KTpOHHa$I no4yra - 3TO TCXHOJIOTHA U NPCAOCTABIIACMBIC CHO YCIIYTU IO IMEPCCHUIKC U MOJIYUCHUIO
AJICKTPOHHBIX COOOIIECHUM, KOTOPBIE PACTIPEACIISIIOTCS B KOMITBIOTEPHOU ceTH. OOBIYHO AIEKTPOHHBIN MOY-
TOBBIN SIIIUK BBITJISAUT CIEAYIOMIMM 00pa3oM: UMS_TOJIb30BaTeNsA(@uMs_JoMeHa. Taxke Kpome nepenadu
MIPOCTOr0 TEKCTA, UMEETCSI BO3MOXKHOCTh NepeaBaTh (ailiibl.

OcHOBHBIE COBETHI 10 6€30IMacHOI paboTe C ATEKTPOHHOM MOYTOH:

1. Hamo BBIOpaTh mpaBUIILHBIN TTOYTOBBIN CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP OECIIaTHBIX
IMOYTOBBIX CEPBHUCOB, OAHAKO JIYULIC JOBCPATH TCM, KOI'O 3HACIHIb U KTO HepBBIfI B peﬁTHHFG;

2. He yka3piBaii B JTU4HOW MmouTe JUuHyr uHopmaruio. Hanmpumep, snydiie BoIOpaTh "My3bIKaJIb-
Held_anar@" nim "pok2013" Bmecto "Temal3";

3. Ucnonp3yil AByX3TanmHyO0 aBTOPU3ALHUIO. JTO KOTAa MOMUMO MapoJisi Hy’KHO BBOJUTH KOJ, MPUCHI-
JJaeMblIil 1o SMSS;

4. BoiOepu CIOXKHBIN Tapodib. J[1s KaXkJI0ro MOYTOBOTO SITUKA JOJKEH OBITh CBOM HAJEKHBIU, YCTOM-
YUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalmucaTh CaMOMY CBOM JIMYHBIA BOIPOC, UCHOJIBb3YH ATy BO3MOKHOCT;

6. cnonb3yil HECKOIBKO MOYTOBBIX SIMKOB. [1epBbIil A1 4acTHOM MEPENMCKU C aapecaTaMH, KOTO-
PBIM ThI JJOBEpsIEIIb. DTO AJIEKTPOHHBIHN aJipec He HaJl0 MCII0JIb30BaTh MIPH PETUCTpallu Ha (popymax U cai-
Tax;

7. He oTkpbiBaii (aityibl U Apyrue BIOKEHUS B MUChMax, JaKe €CJIM OHU MPHUIIUIA OT TBOUX Jpy3ei.
Jlyurie yToYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (allibl;



8. Ilocne okoH4yaHusi pabOTHI HA TIOYTOBOM CEPBHCE IEpe] 3aKPHITHEM BKJIAJKH C CAaUTOM He 3a0ynb
Ha)kaTb Ha "Bemitu".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynnunr - nmpecieaoBaHue COOOIICHUSIMHU, COACPKAIIMMHU OCKOPOJIEHHUs, arpecCHIo, 3aImyTruBa-
HUC; XYJIMTAHCTBO, COLINAJIbHOC 60ﬁKOTHpOBaHH€ C IMOMOIIBIO PA3JIMYHBIX HHTCPHECT-CCPBUCOB.

OcHOBHBIE COBETHI 110 OOPKOE ¢ KHOEPOYITUHTOM:

1. He Opocaiicst B 60ii. JIydmmii cmoco0: mocoBeTOBaThCS Kak ce0si BECTH M, €CIIH HET TOTO, K KOMY
MOKHO OOpaTUThCS, TO BHaYalle YCIIOKOUThCS. ECiau ThI HAYHENIh OTBEYATh OCKOPOJICHHUSIMUA Ha OCKOpOIIe-
HUS, TO TOJBKO elle OOJIbIe pa30kKelb KOH(DIUKT;

2. YrpaBnsii cBoel KubeppenyTamuei;

3. AHOHUMHOCTH B ceTr MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKa-
YHTOM;

4. He cTOMT BeCTH XyJIMTaHCKHH 00pa3 BUPTyalbHOW >Ku3HU. VIHTepHET (UKCUpyeT BCe TBOU JIEH-
CTBMSI U COXpAHSET UX. Y JaIUTh UX OyAeT KpaliHe 3aTpyIHUTEIbHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHUYHBIA HeraTuB. OJHOPA30BBIE OCKOPOUTEIBHBIC COOOICHUS JIyYIlle UTHOPHUPO-
BaTh. OOBIYHO arpeccHsi MPeKpaIaeTcs Ha Ha4YaJIbHOM CTa/Iny;

7. ban arpeccopa. B mporpamMmmax oOMeHa MITHOBEHHBIMHU COOOIIEHUSMHU, B COLUAIBHBIX CETIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHUI C ONpeesIeHHBIX aPECOB;

8. Ecu T cBugeTens kubepOysummHra. TBOM NEHWCTBHS: BBHICTYIUThH MPOTHUB IIPECIICIOBATENS, TIOKa-
3aTb €My, 4TO €ro I[eﬁCTBHH OLICHUBAKOTCA HCTATUBHO, IOAACPKATL KCPTBY, KOTOpOfI HYXXHa IICUXOJIOrnu4c-
CKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

MooOniabHbIi Te1edoH

CoBpeMeHHbBIe cMapTHOHBI U IUIAHIIETHI COACPKAT B ceOE BIIOJIHE B3POCIbIN (YHKIIMOHAJ, W TEIeph
OHHM MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMIbIoTepamu. OIHAKO, CPEACTB 3aIIUTHI I TTOT0OHBIX
YCTPOMCTB MOKa O4€Hb MaJI0. TeCTUPOBaHUE U MOUCK YSA3BUMOCTEH B HUX MPOUCXOIUT HE TaK UHTEHCUBHO,
kak a7s [1K, To ke camoe kacaeTcss 1 MOOUITBHBIX MPUIIOKEHHH.

CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl y)Ke MPAKTUYECKH JOTHAIM HACTOJBbHBIC aHAJIOTH, OJTHAKO pac-
mupeHne QyHKIMOHAJa BICUEeT 3a cO00H OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

Jlanexo He BCE MPOM3BOAMTENIN BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUYECCKUE YSI3BUMOCTH
JUISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JyIsi 06€30MaCHOCTH MOOMIILHOTO TeliepoHa:

Huuero He siBnsieTcst mo-HacTosmeMy OecrmaTHbIM. Byab 0CTOpOXeH, Belb KOorjga Tebe mpeiararoT
OecraTHBI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHUE-TO TJIATHBIE YCIIYTH;

Hymaii, npexnae uem otnpaBuTbh SMS, ¢oto i Buzaeo. Tol TOUHO 3Haelb, IJe OHU OyAyT B KOHEU-
HOM HTOTEe?

Heobxoammo 0OHOBIATE OMEPaIMOHHYIO CUCTEMY TBOETO cMapTdoHa;



Hcnonp3yii aHTUBUPYCHBIE IIPOTPAMMBI JJ1s1 MOOMIIBHBIX TeIe()OHOB;

He 3arpyail mpuiaoxeHHss OT HEH3BECTHOIO MCTOYHUKA, BEIb OHH MOTYT COJIEpP)KaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Toce Toro Kak ThI BBIAEIIL C CaiiTa, TJe BBOAMI JUYHYIO HH(POpMAIKIO, 32 B HACTPOUKHU Opay-
3epa u yganu cookies;

[lepnonnuecku npoBepsii, KAKMe IUIaTHbIE YCIIYT'M aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBoii HOMep MOOMJIBHOTO Teje(oHa TOJIBKO JOASIM, KOTOPBIX Thl 3HACIIH M KOMY JIOBEPSICIIb;

Bluetooth momkeH OBITH BBIKJIFOYEH, KOT/Ia THI UM HE MoJb3yembes. He 3a0biBaii MHOTIA MPOBEPSITH
3TO.

Online urpsl

COBpeMeHHBIe OHHaﬁH-HFpBI - 9TO KPACOYHBIC, 3aXBAThIBAIOIIIUC PA3BJICUCHUA, O6’be,Z[I/IH$IIOH_II/I€ COTHHU
TBICSY YEIIOBEK 10 BCceMy MHpPY. Mrpoku McclnenyroT MaHHBIH UM MHp, OOMIAIOTCS APYT C JPYTOM, BBIMOJ-
HAXOT 3aaHusd, CPAKAOTCA C MOHCTpAMHU U MTOJYYArOT OIIBIT. 3a YAOBOJILCTBUC OHU IIATAT: MMOKYIIAOT JUCK,
OTUTAYMBAIOT AOOHEMEHT WJTM TPHUOOPETAIOT KaKHUe-TO OMIIUH.

Bce atu cpenctBa uayT Ha mojepiKaHUE M pa3BUTHE UTPHI, a TaKKe Ha camy 0€30IacHOCTb: COBEp-
IIEHCTBYIOTCA CHCTEMbI aBTOPU3AalLlMH, BBIMYCKAIOTCS HOBBIE MaT4yM (LHU(pOBBIE 3aINIaTKU IS IPOrpamm),
3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Hurpax CTOUT OonacaTtbCsa HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXXu TBOCT'O MmapoJid,
Ha KOTOpPpOM OCHOBaHa CUCTEMaA aBTOpU3aAl[UU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI IO O€30ITACHOCTH TBOETO HUI'POBOI'0 akKKayHTa:

1. Ecniu qpyroii urpok BeeT ceds MI0X0 WM co37aeT Tebe HeMPUATHOCTH, 3a0JIOKHPY €ro B CIIUCKE
UTPOKOB;

2. Tloxanmyiicst aiMUHHACTPATOPAaM UIPbl Ha IUI0X0E€ MOBEAECHNUE 3TOT0 UTPOKA, JKENATEIbHO NMPUIIOKUTD
KaKHe-TO J1I0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yxa3pIBaii TH4YHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Apyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoUIIMATbHBIE TTATYU U MOJBL;

6. Vcnionb3yi CIIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UI'PbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. I10Ka ThI Urpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIMHT WIM KPAa’kKa JUYHBIX JaHHBIX
OObIYHOM Kpaxei eHer U JOKYMEHTOB CETrO/IHsl YK€ HUKOTO HE YAMBHILb, HO C Pa3BUTHEM UHTEpPHET-

TEXHOJIOTUH 3JI0yMBIIUIEHHUKN TEPEMECTUIINCH B UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCs "MIOOHMMBIM" fie-
JIOM.



Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WIIM (DUILTMHT, TJIaBHAS 1IeJh KOTOPOTO CO-
CTOWT B TOJYYCHHH KOH(DHUICHIIMAIBHBIX JAHHBIX TOJIb30BATENICH - JOTMHOB | mapojiei. Ha anrnumiickom
a3bike phishing ynraercs kak gummHr (o1 fishing - peiGHas 10B1s, password - TapoJb).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITTHTOM:

1. Crieqm 3a cBonM akkayHToM. Eciu ThI moj03peBaeliib, 4TO TBOS aHKeTa Oblila B3JIOMaHa, TO HE00Xo-
JTUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Ucnonb3yii 6e30macHbie BeO-CaThI, B TOM YUCJIEe, MHTEPHET-Mara3uHOB U IOMCKOBBIX CUCTEM;

3. Ucnonw3yii ciaokHbIE M pa3Hble mapoiu. Takum oOpazoM, eciau TeOsl B3JIOMAIOT, TO 3J0YMBIILICH-
HUKH TOJIYYaT JOCTYH TOJBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0s B31OMad, TO HE0OOXOIUMO MPEAYIPETUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 10OABIEHBI Y
T€0s B JPY3bsAX, O TOM, YTO TeOs B3JIOMAaIU W, BOBMOXHO, OT TBOEr0 MMEHU OyJIeT pacchliaThCs CIam U
CCBUIKM Ha (PUIIIMHIOBbBIE CAUTBHI;

5. Ycranosu HaznexHbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBaii (haiinbl ¥ Ipyrue BIOKEHUS B MHCbMax, Ja)Ke €CIM OHH MPHUILIH OT TBOMX JAPY3eH.
Jly4iie yTouHM y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailibl.

udposas penyranus

[udposas permyTanus - 3TO HEraTUBHAs WM NMO3UTHBHAs HH(opMaIus B cetu o Tede. KommpomeTn-
pyromas uapopmanws, pazMelnieHHass B UHTEPHETE, MOXKET CEPbe3HBIM 00pa30M OTPA3UTLCS Ha TBOCH pe-
anbHOM >km3HU. "[{udpoBas penyranus" - 3T0 TBOK UMUK, KOTOPBIH (hopMmupyercs u3 nHpopmaiuu o Tede
B UHTEPHETE.

TBoOe MeCTO JKUTENbCTBA, Y4eObl, TBOE (DMHAHCOBOE MOJIOKEHUE, 0OCOOCHHOCTH XapaKTepa U paccKasbl
0 6JII/13KI/IX - BCC€ 3TO HAKAIlJIMBA€TCs B CECTH.

MHorue moapoCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOnuKauuu Ju4Hoi mHpopmauuu B MHTEpHETE,
HE MMOHMMasi BO3MOXKHBIX MOCIECTBUN. ThI 1axke HE CMOXKEIIb J0TalaThCsl O TOM, uTo doTorpadus, pazme-
IIeHHasl 5 JIeT Ha3al, cTala MPUYMHOM 0TKa3a MPUHATH Te0s Ha paboTy.

Kommenrtapuu, pa3menienue TBoux ¢gororpaduii u Apyrue 1eiCTBUS MOTYT HE UCUE3HYTh JaXKe MOocye
TOT0, KaK Thl MX YAAJIHUIIb. ThI HE 3HACHIb, KTO COXPAHIJI 3Ty WHPOPMAIIHIO, TIONAJIa I OHA B TIOUCKOBBIC
CHCTEMBI U COXPAaHWJIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpY’KaIOUIHMe JTI0AU, KOTOPbIe HAUIYT U
yBUIAT 3T0. HaliTn nHpOpMaInio MHOTO JIET CIyCTsI CMOKET JIF000H - KaK U3 T0OPHIX MOOYKIACHHM, TaK U C
HaMEpEHHEM NPUYMHUTH BPed. ITO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3alTUTE ITU(POBOM peITyTaIuu:
1. ITogymaii, mpexe 4eM 4To-To myOIMKOBaTh U NepeaaBath y ceOs B O6J0re Uil B COLMAIBHOM CeTH;

2. B Hactpoiikax npoduis yCTaHOBH OTPAaHUYCHHSI Ha TIPOCMOTP TBOETO MPO(MIISI U €T0 COAEPIKUMO-
ro, clieai ero ToJabKo "1y apyseu”;

3. He pa3Memaii 1 He yka3piBail HHPOPMAIIHIO, KOTOPas MOXKET KOTO-JIMO00 OCKOPOIIATH WK OOMXKAaTh.

ABTOpCKOe MPaBo



CoBpeMeHHBIE IIKOJBHUKHU - aKTUBHBIE MOJIb30BaTeNu U(ppoBoro npocrpancTBa. OHAKO aleKo He
BCE 3HAIOT, YTO I10JIb30BAHHME MHOTUMH BO3MOXHOCTSIMU LU(POBOro Mupa Tpedyer coONrofeHUs IpaB Ha
MHTEIUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEUIEKTyallbHasE COOCTBEHHOCTH" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUSIM YEJIOBEYECKOTO
yMa, HauuHasi ¢ HOBBIX M300PETEHHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U
3aKaH4MBasi KHUTaMu, ¢pororpadusiMu, KHHOPHIbMaMU U MY3bIKaJIbHBIMH TPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH, JIUTE-
paTypbl U HCKyccTBa. ABTOpCKME ITpaBa BBICTYNAIOT B KAayeCTBE TapaHTUU TOTO, YTO HHTEIUIEKTyallb-
HBIA/TBOPYECKUN TPy aBTOpa He Oy/eT HalpacHbIM, JacT €My CIIpaBeIMBbIE BO3MOXKHOCTH 3apaboTarh Ha
pe3ynbTarax CBOEro Tpy/a, MOJyYUTh U3BECTHOCTH U NMpu3HaHue. Hukro 6e3 pasperieHus aBTopa HE MOXKET
BOCIIPOU3BOUTDH €0 MPOU3BEACHUE, PACIPOCTPAHSTD, IyOJIMYHO AEMOHCTPUPOBATH, IPOAABATH, UMIOPTH-
poBath, MyCKaTh B MPOKAT, MyOJIMYHO WCIOJIHAThH, TOKA3bIBAaTh/UCIOIHATH B 3dupe win pazMemniars B MH-
TEpHETE.

Hcnonb3oBanne "MUpaTcKoOro’ mporpaMMHOTO 0OECTICUCHHsI MOXKET MPUBECTH K MHOTUM PHUCKaM: OT
MOTEpU JTAaHHBIX K TBOUM aKKayHTaM JI0 OJOKHPOBKH TBOETO YCTPOWCTBA, IJie YCTAHOBJICHA HEJETalTbHAs
nporpamMMa. He ctout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE U O€CIIaTHBIE MPOTrPaMMBbl, KOTOPbIE
MOYKHO HAaWTH B CETH.

O noprane
CeteBHUOK.p( - TBOI IIaBHBIM COBETYMK B CETH. 37IeCh Thl MOJKEIIb y3HaTh O 0€30MaCHOCTU B CETH

HNOHATHBIM UM JOCTYIIHBIM 3BIKOM, @ TP BO3HUKHOBEHUM KPUTUYECKON CUTyallul OOPATUTHCS 32 COBETOM.
A TaxKe IPUHATH y4acTHe B KOHKYpCax M CTaTh CaMbIM IIU(PPOBBIM rpax1aHUHOM !
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